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1 Introduction

This deliverable presents the work carried ouasks T6.4: Development of electronic pen gesture
and hand writing recognition component, T6.5: Depeatent of motion recognition component and
T6.6: Development of a multimodal interaction cgnfiation set-up tool.

Furthermore, in this deliverable the updated uset technical requirements related to these
components are presented. Based on these requigertienmotion recognition component is going
to be used for developing a collaborative sociakim@omposition game based on recognition of
specific motions/movements of the device. For theetbpment of this game, the recognition of
specific movements of the device is needed andishectually the functionality of the motion
recognition component of UMSIC. The recognitiorspecific movements of the device is done by
accessing the 3D accelerometer which is integratéte Nokia N900 internet tablet. The related to
this component activities are presented analyticail Section 2 of this deliverable.

Regarding the pen gesture recognition componentéjor functionality is the recognition of the
gestures drawn by the users in the screen of tHalendevice by using either the phone’s pen or
their fingers. Having recognised these gestureSgesture Based Interaction component for User
Authentication will be implemented and will be igtated in JamMo. In other words, pen gestures
will be used for password insertion since childe¢rthe age of 5-6 have difficulty remembering
passwords based on letters and numbers. The rdlatdds component activities are presented
analytically, in Section 3 of this deliverable.

These two modes of users’ interaction with the neophone (accelerometer and pen gesture based
user interaction) are investigated by taking intocant the guidelines set by the W3C Multimodal
Interaction Working Group. In particular, the maticecognition component is compatible with the
W3C EMMA (Extensible MultiModal Annotation) languagAll input raw data from the device’s
accelerometer are captured using the EMMA markumguage and also the outcome of the
interpretation process is described using EMMA.

As far as the pen gesture recognition componerdnserned, all pen/touch input raw data from the
device are captured using W3C Ink Markup LanguageML).



2 Development of the motion recognition component

In this section the activities related to the depeient of UMSIC motion recognition component

are presented. This component will be used foréaegnition of specific movements/positions of

the mobile device. Having recognised the device@vements/position, on top of the motion

recognition component, a collaborative social musimposition game based on recognition of
specific motions of the device called Jammer wélldseated and will be integrated in JamMo. The
motion recognition component will utilize the NokNMO00 3D accelerometer as a musical data
input method. In the following paragraphs an amedytpresentation of Jammer functionality,

technical requirements and design issues are dodedhe Furthermore, the implementation

activities of the motion recognition component that be utilized by the Jammer application are

presented.

2.1 Presentation of Jammer: Concept and technical regents

2.1.1 Aim and concept

This new virtual instrument will utilize the Nokisl900 accelerometer as a musical data input
method. Jammer’s aim is to work as an easy, addesshythm-oriented and collaborative virtual
instrument in the public and networked scenariodamMo (7-12)It will naturally promote social,
group-based music makingammer will work like a real percussion instrutnproducing sound
through motion, which can be adapted to user's noteeds. It's especially targeted to real-time
social improvisation contexts but it can be used &0l for stand-alone recording and composing.
When completed, it can foster the important reaktimusical interaction dimension in the use of
JamMo software and be highly beneficial for thecgdetarget groups of the UMSIC project
(children with ADHD and immigrant children).

Children with ADHD can benefit from this instrument many ways. Access to the instrument is
easy and it can be used as a stand-alone instruorergal-time improvisation in different social
contexts without obligatory cooperation with JamMequencer and JamMo wireless network.
Studies have shown that children with ADHD will leéihfrom motion related rhythmical musical
activities. “Jammer” also opens up many possibsitior direct social interaction which is important
for ADHD children. “Jammer” virtual instrument wilrovide a variety of percussive and melodical
instrument sounds, including ethnic drum and bgilet sounds, especially to meet the needs of
immigrant children.

Real-time rhythmic improvisation with a social peat creates a shared representation of the joint
action 0. In other words, musical synchronizatian ceinforce the feeling of belonging, which can
be regarded as an important factor in social inatusMoreover, “Jammer” instrument can take into
account age-related development of fine motoricaitdizing motion sensitivity sensors and user
controls.

2.1.2 Functionality

Jammer’s functionality will be tied to JamMo’s sequer as a virtual instrument. Jammer data can
be recorded with the sequencer. The sound can tpeitted through mobile device’s speakers or
headphones depending on the use.

Percussion and bell-type sounds can be played thighvirtual instrument by shaking the mobile
device at different angles. Three angles, face dmide upwards and face up will be used for
triggering three different musical instrument sa@splDepending on the instrument type selected,



these angles will be used for different pitcheslifferent percussive sounds. For melodic tones, the
user selects 1-3 notes he/she wants to play frass@yboard in the “Jammer” user interface. The
notes can be selected from different octaves bgllsgg the keyboard. For drumming, JamMo
offers 5 sound sets, each of them including thiéerdnt drum sounds. These can be changed by
the user in the “Jammer” user interface.

2.1.3 Technical requirements

During the design process the following techniauirements of the Jammer application were

identified:

1. Latency has to be absolutely as low as possibledest the detected motion and audio sample
playback in order to achieve a satisfying, rhythatlicaccurate musical response.

2. Acceleration has to be above a defined thresholutdier to be big enough to trigger a sound.
Activation based on small amounts of acceleratidhproduce unwanted sounds.

3. Sensitivity of the accelerometer can be changeg-(go slider in the Ul) to allow virtual
instrument playback with different trajectories.igwill support users with more limited motor
control.

4. Face down, side upwards and face up phone posifimstotal) should be used for triggering
three different audio samples. Software samplectfanality (D4.5) can be used for sample
playback.

5. Jammer will work as a virtual instrument and akracthe JamMo sequencer. Jammer data can
be recorded to local JamMos.

Optional requirements:

6. Jammer data can be edited through drum/midi ed@er.1) depending on the instrument
(melodic/drum).

7. Jammer data can be recorded to local JamMos intineal Data can be transferred and
synchronized afterwards in the teacher software.

In the remaining of this paragraph the three déffiepositions/movements of the mobile device that
will be used for triggering a sound are presented.

Face down position
The phone’s screen is on the underside. A downwardement of the phone would trigger a ‘face
down’ event as follows:

Downward
motion from
arm

Figure 1. Face down position

Side upwards position
The phone’s screen faces to the left (from thepgesatsve of the person holding it). A downward
movement of the phone would trigger a ‘side upwaggent as follows:



Downward
motlon from

Figure 2. Side upwards position

Face up position
The phone’s screen faces to roughly upwards. A dawth movement of the phone would trigger a

‘side upwards’ event as follows:

Figure 3. Face up position

2.1.4 User interface design
Jammer user interface will be designed to vertcglle to ease controllability.

Pop kit
Scrolling menu for =N ) )
instrument selection Ethnickit ooa? \U 1))/ [ Selected instrument:
S Nt -instrument shaking /vibrating
when played
Glockenspiel

Sensitivity slider ’ . .

-vertical pop-up
Scrollable keyboard visible with
melodic instruments,
e.g. Glockenspiel

-Selected notes color coded
Figure 4. Jammer user interface design

For the Jammer Ul the following requirements hagerbidentified.

1. Scrolling menu for instruments:
i) Drums/effects: pop kit, ethnic kit 1 (middle-easbderethnic kit 2 (latin), electronic Kit,
effects kit
i) Melodic: marimba, glockenspiel, tubular bell, syb#l
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2. Keyboard: notes can be selectesklected keys should be color codealitomatic linking to
the three playing positionslowest note (face down), middle note (side upwardighest note
(face up).

3. Sensitivity slider (pop-up) for controlling the aomd of motion necessary to trigger a sound
event in one of its three position (see previousgaph)

Optional requirements:
4. Animated instrument pictures shaking and vibratutgn the instrument is played.

2.1.5 Social scenarios for Jammer

Jammer can be used as a stand-alone virtual insttum many different contexts for individual
improvisation and composition purposes. Besidet thaan be used in the following public and
networked scenarios for collaborative work.

Public scenarios (7-9)

1. Real-time small-group improvisation
Jammer can be used as a tool for small group ingaben (2-8 participants) in a classroom
environment. A group of children can jam togetheithwdifferent Jammer instruments
(percussive kits and melodical instruments). Thay record their own improvisation to their
own JamMos. Teacher can launch group’s recordimgulsaneously through the teacher
software. Through this procedure, improvisation barsynchronized afterwards by combining
locally recorded parts.

2. Real-time classroom playing and improvisation
Jammer can be also used as a musical instrumetttgorvhole classroom (max.30 students).
One student group can select different melodic ;ndtem the Jammer’'s keyboard user
interface and play harmonies. Second group of stsdecan produce rhythmical
accompaniment and third group can play melodiestagn of rhythmical and harmonical
accompaniment. They can sing as well on top ofabeompaniment. Teacher can launch
recording for the whole classroom through the teasbftware..

Networked scenarios (10-12)

1. Non-real-time group composition and improvisatibn4(2)
Jammer can be used in both designed scenarios )(x.2a tool for recording and
improvisation. Musical data can’t be transferredaal-time because of the network latency.

2.2 Implementation of motion recognition component

In this section the activities related to the inmpémtation of the first prototype of motion
recognition component is presented. The designmplmentation of this component is associated
with tasks T6.5: Development of motion recognitioomponent and T6.6: Development of a
multimodal interaction configuration set-up toot. the remaining of this section the development
activities of the first prototype of motion recogon component are described. As already
mentioned, the motion recognition component willised by the Jammer application.

2.2.1 N900 3D accelerometer

NOKIA N900 device has a 3D accelerometer integraidée accelerometer is manufactured by ST
Microelectronics and it is based on the MEMS (Mbot®ensor) platform of ST Microelectronics.
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The accelerometer's model is LIS302DL (3-axis - ¢/+28g smart digital output “piccolo”
accelerometer) [4].

The LIS302DL is an ultra compact low-power threesknear accelerometer. The LIS302DL has
dynamically user selectable full scales of + 2ggta®d it is capable of measuring accelerations
with an output data rate of 100 Hz or 400 Hz.

The LIS302DL belongs to a family of products suléator a variety of applications:
- Free-fall detection
Motion activated functions
Gaming and virtual reality input devices
Vibration monitoring and compensation

2.2.2 Gain access to N900 3D accelerometer

MAEMO 5 [5] provides an accelerometer API. You again access of the N900 accelerometer
through the sysfs interface [2]. The sysfs devigerdination information is stored in the mobile

device in the file /sys/class/i2c-adapter/i2c-303-@/coord. When reading that file you get 3 values
X, Y and Z (provided on one line, separated by g/Bppace). Values are in mG (milli G). 1000 = 1
G.

Position X Y Z
Lying on table (back down) 0 0 -1000
Lying on table (face down) 0 0 1000
Sitting on table (bottom edge down 0 -1000 O
Sitting on table (right edge down) -100( 0 0
Sitting on table (left edge down) 1000 0 0
Bottom right corner down (approx.) -707 -707 0

Table 1. N90O calibration

The X and Y values can be used to calculate toh fthat is, clockwise rotation) using the atan2
function (note the inverted sign of y):
angle_in_radians = atan2(x, -y)

Similar, Y and Z values can be used to calculatedii:
angle_in_radians = atan2(y, -z)

For building applications that make use of the fiomality provided by the N900 3D
accelerometer, the following python code shouldused. This code makes use of the sysfs
interface as mentioned earlier.

def get_rotation():
f = open("/sys/class/i2c-adapter/i2c-3/3-001d/c oord", 'r')
coords = [int(w) for w in f.readline().split()]
f.close()
return coords

For the development of the motion recognition congma of UMSIC the following C code is
created. This code is a C function which returneatimvalues from the accelerometer.

| static int ocnt=0; |
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static int oax=0;
static int oay=0;
static int oaz=0;

static const char *accel_filename = "/sys/class/i2c -adapter/i2c-3/3-001d/coord";

int ligaccel_read(int *ax,int *ay,int *az)
{
FILE *fd;
intrs;
fd = fopen(accel_filename, "r");
if(fd==NULL){ ligapp_log("cannot open for reading" ); return-1;}
rs=fscanf((FILE*) fd,"%i %i %i",ax,ay,az);
fclose(fd);
if(rs != 3){ ligapp_log("cannot read information") ; return -2;}
int bx=*ax;
int by=*ay;
int bz=*az;
if(ocnt>0)
{
*ax=o0ax+(bx-0ax)*0.1;
*ay=oay+(by-oay)*0.1;
*az=o0az+(bz-0az)*0.1;
}
oax=*ax;
oay=*ay;
oaz=*az,
ocnt++;
return O;

}

If you execute the above script to the N900 deviben you can have the device coordination
values (X, Y, Z) as illustrated in the followingjtire.

Figure 5. Gaining access of the N900 3D acceleroraet(N900 Lying on table (back down))
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2.2.3 Compatibility with W3C MMI EMMA

The W3C Multimodal Interaction Working Group ainosdevelop specifications to enable access to
the Web using multimodal interaction. This sectpyovides details of an XML markup language
entitled Extensible MultiModal Annotation markupntuage (EMMA) for containing and
annotating the interpretation of user input. Exaspbf interpretation of user input are a
transcription into words of a raw signal, for inmsta derived from speech, pen or keystroke input, a
set of attribute/value pairs describing their magnior a set of attribute/value pairs describing a
gesture. The interpretation of the user's inpugxigected to be generated by signal interpretation
processes, such as speech and ink recognitionnsenraerpreters, and other types of processors
for use by components that act on the user's irgudis as interaction managers [3], [9].

As far as the motion recognition component is comeg, the raw data derived from the 3D
accelerometer of the N900 are the X, Y, Z coordisaif the mobile device.

This markup language is intended for use by systiat provide semantic interpretations for a
variety of inputs, including but not necessarilyited to, speech, natural language text, GUI and
ink input.

It is expected that this markup will be used prillgaas a standard data interchange format between
the components of a multimodal system; in particutawill normally be automatically generated
by interpretation components to represent the sBosaof users' inputs, not directly authored by
developers.

The language is focused on annotating single infpats users, which may be either from a single
mode or a composite input combining informatiomfrmultiple modes, as opposed to information
that might have been collected over multiple tuohsa dialog. The language provides a set of
elements and attributes that are focused on emghhnotations on user inputs and interpretations
of those inputs.

An EMMA document can be considered to hold thrgesyof data:

instance data

Application-specific markup corresponding to injmfbrmation which is meaningful to the
consumer of an EMMA document. Instances are agmitapecific and built by input
processors at runtime. Given that utterances mayri@guous with respect to input values,
an EMMA document may hold more than one instance.

data model

Constraints on structure and content of an instaiié® data model is typically pre-
established by an application, and may be implicdf is, unspecified.

metadata

Annotations associated with the data containetiénristance. Annotation values are added
by input processors at runtime.

Given the assumptions above about the nature @f igdresented in an EMMA document, the
following general principles apply to the desigredIMA:

The main prescriptive content of the EMMA specifica will consist of metadata: EMMA
will provide a means to express the metadata ationsawhich require standardization.
(Notice, however, that such annotations may exgresselationship among all the types of
data within an EMMA document.)
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The instance and its data model are assumed tgdmfied in XML, but EMMA will
remain agnostic to the XML format used to exprégsée. (The instance XML is assumed to
be sufficiently structured to enable the assoamatibannotative data.)

The extensibility of EMMA lies in the ability fordalitional kinds of metadata to be included
in application specific vocabularies. EMMA itselart be extended with application and
vendor specific annotations contained within thereninfo element.

An analytical presentation of EMMA and its termiogy is presented in Appendix 1 - Extensible
MultiModal Annotation markup language of this deliable.

It is our intention in UMSIC project to stay comiiée with W3C EMMA language. All input raw
data from the device’s accelerometer are captusetylEMMA. To illustrate this, below you will
find an example of an EMMA document representingrdmation input samples derived from a
N900 device when performing a device movement amtib those that will be used in Jammer
application. In this example two consecutive cooatipn input samples (coordl and coord2)
derived from the device. Due to the fact that thes® input samples are consecutive, we use the
emma:sequence container. From the derived inpupleanand from Table 1, we conclude that the
device is lying on a table with its back side down.

<emma:emma version="1.0"
xmlns:emma="http://www.w3.0rg/2003/04/emma"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://www.w3.0rg/2003/04/e mma
http://www.w3.0rg/TR/2009/REC-emma-20090210/em ma.xsd"

xmlns="http://www.example.com/example">
<emma:sequence id="N900face">
<emma:interpretation id="coord1"
emma:medium="tactile" emma:mode="accelerome ter'>

<x>-19</x>
<y>35</y>
<z>-987</z>
<sampling rate>1</sampling rate>
<sensitivity>20</sensitivity>

</emma:interpretation>

<emma:interpretation id="coord2"
emma:medium="tactile" emma:mode="accelerome ter'>

<x>-21</x>
<y>29</y>
<z>-985</z>
<sampling rate>1</sampling rate>
<sensitivity>20</sensitivity>

</emma:interpretation>

</emma:sequence>
</emma:emma>

2.2.4 Component architecture and implementation details
From the coordination input samples derived frora NO00 accelerometer, we can make an
estimation of the device motion/position. In partér the three movements/positions of the mobile
device that we are interested in recognising aosehpresented in section 2.1.3. Briefly, these
movements/positions are:

Face down position (see Figure 1)

Side upwards position (see Figure 2)
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Face up position (see Figure 3)

In other words, the coordination input sampleswmed as the source in the interpretation process
which in turn produces one of the above three aon&so The whole procedure is illustrated in
Figure 6.

XY, Z

900

Figure 6. Architecture of the motion recognition canponent

In Figure 6 you can see that at predefined timervatls (sampling rate) an EMMA document is
created that contains the following data derivednfthe mobile device:
coordination input samples (X, Y, Z) (generatedfrihe accelerometer),
sampling rate in which the coordination values gemerated from the accelerometer
(defined by the user),
sensitivity as defined in Section 2.1.3 (definedly user).

The number of consecutive coordination samples #nat contained in the EMMA document
depends on the size (N) of the buffer used. Thecstre of the above EMMA document is
presented at the end of the previous section (@e2tR.3)

The above EMMA document is used as input in therpretation process. The outcome of the
interpretation process is also an EMMA documerthasone presented below. As it is clearly seen
from the following outcome, the device motion/pmsit that is recognised by the motion
recognition component is “Face up”.

<emma:emma version="1.0"
xmins:emma="http://www.w3.0rg/2003/04/emma"

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-ins tance"
xsi:schemal ocation="http://www.w3.0rg/2003/04/e mma
http://www.w3.0rg/TR/2009/REC-emma-20090210/em ma.xsd"
xmlns="http://www.example.com/example">
<emma:interpretation id="N900face" emma:confidenc e="0.9"
emma:medium="tactile" emma:mode="accelerometer" >

<position>Face up</position>
<sampling rate>1</sampling rate>
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<sensitivity>20</sensitivity>
</emma:interpretation>
</emma:emma>

2.2.4.1 Interpretation process — k-NN algorithm

In order to recognise the three movements/positadribe device, the k-Nearest Neighbor (k-NN)
algorithm is used [8]. The k-NN algorithm is a mmdhfor classifying objects based on closest
training examples in the feature space. k-NN igpe tof instance-based learning, or lazy learning
where the function is only approximated locally alidcomputation is deferred until classification.
The k-nearest neighbor algorithm is amongst thepksist of all machine learning algorithms: an
object is classified by a majority vote of its n@igrs, with the object being assigned to the class
most common amongst its k nearest neighbors (lpasdive integer, typically small). If k = 1, then
the object is simply assigned to the class ofe@rest neighbor.

The neighbors are taken from a set of objects fuchvthe correct classification (or, in the case of
regression, the value of the property) is knownisTdan be thought of as the training set for the
algorithm, though no explicit training step is regd. The k-nearest neighbor algorithm is sensitive
to the local structure of the data.

The training examples are vectors in a multidimemnsi feature space, each with a class label. The
training phase of the algorithm consists only a@frisig the feature vectors and class labels of the
training samples.

In the classification phase, k is a user-definedstant, and an unlabelled vector (a query or test
point) is classified by assigning the label whishmost frequent among the k training samples
nearest to that query point.

The k nearest neighbor classifier is commonly basedhe Euclidean distance between a test
sample and the specified training samples. Letoe an input sample with features

, be the total number of input samples ( ) and the total
number of features . The Euclidean distance between sampleand
( ) is defined as:

The best choice of k depends upon the data; géydeaiger values of k reduce the effect of noise
on the classification, but make boundaries betvatesses less distinct. A good k can be selected by
various heuristic techniques, for example, crodglaaon. The special case where the class is
predicted to be the class of the closest trainiagpie (i.e. when k = 1) is called the nearest
neighbor algorithm.

In our case, the algorithm is executed in the foihg steps:
Training phase

o Ten different samples (corresponding to ten movamehthe device) are taken for
each of the three different movements/positionhefdevice.

o Another set of ten samples is taken for spontanenagements/positions of the
device (similar to the actual movements/positions).

o These four sets (3 actual movements + 1 spontanemmgement) of samples
constitute the training data for the k-NN algorithm
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Classification phase
o For each new sample the Euclidean distance betwesrand the all the training

samples is computed.
o All the values of the Euclidean distance are cfesbito one of the four different
classes of our algorithm.
o The computed and classified Euclidean distancesated in an increasing order.
Decision phase
o The new sample is mapped to the most frequent elassg the k smaller values of
the classified Euclidean distances.

2.2.5 Pilot application

In order to demonstrate the operation of the motewmognition component, a pilot application is
built. This application maps a different sound ke of the three movements/positions of the
devise that we are interested in UMSIC, as thessegmted in Section 2.1.2.

2.2.6 Source code

The source code of the motion recognition prototypelocated in optima in the folder
WP6/source_code/motion_recognition.
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3 Development of the electronic pen gesture recogroth component

In this section the activities related to the depetent of UMSIC electronic pen gesture recognition
component are presented. This component will bd tmethe recognition of specific pen gestures
in the screen of the mobile device. Having recagphithe users’ pen gestures, a Gesture Based
Interaction component for User Authentication Wik implemented and will be integrated in
JamMo. In the following paragraphs an analyticasentation of the implementation activities of
the pen gesture recognition component are presented

3.1 User authentication using pen gestures: user Egemts and design

Pen gestures will be used for password insertioneschildren at the age of 5-6 have difficulty
remembering passwords based on letters and numberdiave a more solid view of user
requirements and to evaluate the efficiency of ritethod and the acceptability by the children,
UMSIC partner UCLAN conducted a study so as to stigate how well children can choose and
recall gestures for authentication on a touch screebile device. 35 UK school children from two
different primary schools took part in the study.H® tablet PC was used for the study. The
software used to run the study was a purpose flagdh application designed to interconnect on
screen points (or nodes) when touched (Figure 7@. Skudy is presented in detail in Appendix 2 —
Gesture Based Interaction for User Authenticatiba &€hildren’s Mobile Device: Early Findings
(UCLAN Study Report for UMSIC), however, the maimnclusions of the study can by
summarised as follows:
9-10 years old children:

o Children managed to recall a total of 52% of thstgees correctly. This appears low
but was expected as the cognitive load of enco8irsgiccessive gestures is fairly
high.

o Children tended to perform better at recall whemnazting toys, as opposed to
generic balls (Figure 7).

o Out of the failed recollections 26% were the samtha original gesture but rotated or
flipped on the x or y axis.

6-7 years old children:

o Children at that age didn’t perform as well asalder children with a total of 31% of
the children recalling their gestures correctly.

o In contrast to the older children, the childrencge7 performed considerably better
when recalling from gestures connected by metdliits 30 out of a total of 49
correct answers were given when creating/recalfjegtures connected by balls
(Figure 7).

Based on the findings of the study, the consortidecided to adopt the gesture based user
authentication procedure for the lower age childfFemthermore, as clearly concluded by the study,
the 3x3 grid will be consisted of generic ballst@al of toys (Figure 7). On the other hand, chiidre
at higher age will have a common registration pdoce.
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Figure 7. The two grids where children were askeddtcreate their gestures
The idea about the password insertion using petuiggssis summarized in the following steps
(called screens):
1. After the user presses the JamMo icon on their &ldkiost likely in the App menu) the title
screen appears. This gives them options to eitlagrthpe games directly (stand-alone mode), or
to log into their account. The ‘play’ button wilke the user straight to the house (Screen 10).

Figure 8. Gesture based user authentication — scned

2. To log in, the user first selects their school frantist (this information may be saved so the
device defaults to a particularly school to speedhe login process).

Figure 9. Gesture based user authentication — scne@

3. The user then chooses their class (again, thismoageed to be done every time if the devices
are not shared).
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Figure 10. Gesture based user authentication — s@e 3

4. A user must then select their name from the ligbwgdils in their class. This list is initially set
up by the teacher. (Users may be able to changenhmes to an individual username later in

the process.)

Figure 11. Gesture based user authentication — s@e 4

5. If this is the first time this user has logged ihey will need to create a gestural password
(otherwise they are taken to Screen 9). First, atedh instructions are shown to explain the
process to them — the teacher should probably lzésoearby to help if needed. When they
understand the instructions, they can click togythe next screen.
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Figure 12. Gesture based user authentication — s@e 5

6. On this screen, the user can draw their shapieif do not like the shape they have drawn,
they can cancel it and draw another. When theypappy with the shape, they click to move on.

The password will only be accepted if they haveugholines on the shape (e.g. touching at
least 5 dots).

Figure 13. Gesture based user authentication — s@e 6

7. The user is then asked to draw their shape agaiohéck they drew the right shape and can
remember it. If they cannot do it, they can clickgo back (Screen 6) and draw a different
shape. When they have drawn their shape for thendetme, they can click to check it and
move on. If the shape is incorrect, they will bkeasto do it again.
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Figure 14. Gesture based user authentication — s@e 7

8. If the shape is correct, the shape is shown to theran aid to memory, and they can click to

move on. In this case they will then be logged ihi® system, and will be taken straight to the
house (Screen 10).

Figure 15. Gesture based user authentication — s@e 8

9. If a user is logging in normally (has already settlieir password), they are taken directly to a
screen where they can draw their shape. There jaaeept’ button here — as soon as the user
lifts their finger the shape is accepted. If thamhis incorrect, it vanishes and shows a message
saying that the shape was wrong. If the shape wasat, the user is logged in and taken to the
house.
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Figure 16. Gesture based user authentication — s@e 9

10. After logging in with a correct password, the usetaken to the house, where they can select
games or access their user account and saved atsateri

Figure 17. Gesture based user authentication — s@e 10

3.2 Implementation of the Gesture Based Interaction pmment for User
Authentication

In this section the activities related to the inmpdatation of the first prototype of pen gesture
recognition component is presented. The designmplmentation of this component is associated
with tasks T6.4: Development of electronic pen gestand hand writing recognition component
and T6.6: Development of a multimodal interacti@mfiguration set-up tool. In the remaining of

this section the development activities of thet fptotype of pen gesture recognition component
are described. As already mentioned, the pen gesteognition component will be used for user
authentication in the JamMo application.

3.2.1 N90O0 touch interface

The touch interface of N90O is based on Hildon HiJdon is an application framework originally

developed for mobile devices (PDAs, mobile phomés,) running the Linux operating system. It
was developed by Nokia for the Maemo operatingesysind is now a part of GNOME. It focuses
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on providing a finger-friendly interface. It is prarily a set of GTK+ extensions that provide
mobile-device—oriented functionality, but also go®s a desktop environment that includes a task
navigator for opening and switching between prograacontrol panel for user settings, and status
bar, task bar and home applets.

Finger Interaction [5]

Devices using Hildon can be used with the fingerhaut the need of a stylus pointer. Also,
devices using Hildon should be used in either aldaape or portrait orientation. The two hand
usage of a device happens when the user is haldéndevice with both hands and using the fingers
to interact with it. In this case, the device ighe landscape mode. Furthermore, Nokia N900 has
an external keyboard that slides out. In this cieeuser keeps in the two hand mode but it can be
difficult to reach for areas on the device scregrasily as if the keyboard was not out. When the
user is using only one hand to hold and interath wie device, the device must be in the portrait
mode as it is not be easy to use in the landscapetation.

The user interacts with a Hildon device mainly byahing the screen, so there are different types
of taps that Hildon supports:
1. Single Tap
The user can activate all interactive elementsdietrols, buttons, links, and so on, by tapping
and releasing on top of the element's control darka.process of doing a single tap is divided in
states. The following list describes those statesfbetter understanding of what a user can do
with a single tap.
- Tap down: When users touch the screen, a visuattefhight be produced in the element
they are touching. For example, it highlights admor makes the scroll indicator visible.
Tap release: This state happens when users lifthap finger after a tap down. This
activates the element that was tapped, such aganlar task launcher.
Tap and cancel: If the users tap down on a fixegitiom element (such as button) and then
move their finger out of the element’s area, itsdoet activate that element.
2. Long-Tap
Whenever a user taps and keeps the finger dowlorigier than usual, it produces a long tap.
Use long taps only as a shortcut to a function ¢hatbe accessed in another way. Typically, a
long tap is used to bring out a context-sensitiemin a list of items. For example, the user
can 'long tap a contact in the contacts list tadout a menu with options.

Stylus Interaction [5]

Although Hildon widgets aim at being used by firgyghe stylus can obviously still be used when it
is part of the hardware. However, its usage is adlisable for tasks that require a bigger pregisio
such as browsing the web (most websites are dekignee used by a mouse), imaging applications
like a drawing application and applications thaéch¢oo many widgets to be shown at the same
time, leaving no space for fingers.

3.2.2 Compatibility with W3C InkML

As more electronic devices with pen/touch interfabave and continue to become available for
entering and manipulating information, applicatioreed to be more effective at using this method
of input. Handwriting is a powerful and versatitgout modality that is very familiar for most users
since everyone learns to write in school. Hencerauwiill tend to use this as a mode of input and
control when available.

A pen/touch-based interface is enabled by a dawatallows movements of the pen/finger to be
captured as digital ink. A number of methods may$ed for ink capture, including those based on
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radio frequency, optical tracking, physical pressuar other technologies. Digital ink can be passed
on to recognition software that will convert thenfienger input into appropriate computer actions.
Alternatively, the handwritten input can be orgawianto ink documents, notes or messages that
can be stored for later retrieval or exchanged uiinotelecommunications means. Such ink
documents are appealing because they capture iaflmmas the user composed it, including text in
any mix of languages and drawings such as equagiothgjraphs.

Hardware and software vendors have typically stemed represented digital ink using proprietary
or restrictive formats. The lack of a public andngwehensive digital ink format has severely

limited the capture, transmission, processing, presentation of digital ink across heterogeneous
devices developed by multiple vendors. In respaasehis need, the Ink Markup Language

(InkML) provides a simple and platform-neutral d&tamat to promote the interchange of digital

ink between software applications [7].

InkML supports a complete and accurate representaiti digital ink. In addition to the pen/finger
position over time, InNkML allows recording of infoation about device characteristics and detailed
dynamic behavior to support applications such aslWwating recognition and authentication. For
example, there is support to record additionalrimftion such as pen tilt and pen tip force (often
referred to as "pressure™) and information aboetrédtording device such as accuracy and dynamic
distortion. InkML also provides features to suppamdering of digital ink captured optically to
approximate the original appearance. For examptekes width and color information can be
recorded.

An analytical presentation of W3C InkML and itsnénology is presented in Appendix 3 - Ink
Markup Language of this deliverable.

It is our intention in UMSIC project to stay comiée with W3C InkML. All pen/touch input raw
data from the device are captured using InNkML. &sdas the pen gesture recognition component is
concerned, the raw data derived from the devicettsgeX, Y coordinates of the position of the
cursor in the screen. To illustrate this, below weill find an example of an InkML document
representing pen/touch input samples derived fra®@0 device. In this InkML example the “Big
L” gesture illustrated in Figure 18 is presented.

<ink xmIns="http://www.w3.0rg/2003/InkML”
documentID="uuid:6B29FC40-CA47" />
<trace xml:id="password">

282 45, 281 59, 284 73, 285 87, 287 101, 288 1 15, 290 129,
291 143, 294 157, 294 171, 294 185, 296 196, 3 00 213,
300 213, 330 215, 360 213, 380 210, 400 213, 4 30 212, 450 215,
480 215, 500 213, 520 210

</trace>

</ink>
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Figure 18. Big L gesture

3.2.3 Component architecture and implementation details

All pen/touch input raw data from the device arptaeed using InkML. As far as the pen gesture
recognition component is concerned, the raw datizetefrom the device are the X, Y coordinates
of the position of the cursor in the screen. Froesé data, we can make an estimation of the shape
that the user drew on the screen.

In other words, the input samples are used asdlkees in the interpretation process, which in turn

produces as outcome the gesture that the useridrdn@ screen. The whole procedure is illustrated
in Figure 19.

XY

/

Figure 19. Architecture of the pen gesture recognibn component

During the user’s drawing phase an InkML documentreated that contains the X, Y coordinates
of the position of the cursor in the screen. Thecstire of this InkML document is presented at the
end of the previous section (Section 3.2.2). TmEML document is used as input in the
interpretation process. The outcome of the intégtien process constitutes the user password,
which is stored in the system’s database.

3.2.3.1 Interpretation process

From user requirements (presented in Section 3d Appendix 2), the user authentication
application based on pen gestures is covered biplioging rules:

The drawn gesture has to be continuous. In otrs ttee gesture has to be redrawn.

Only straight lines that connect two metallic balte allowed.

The minimum number of connected metallic ballsve.f

The maximum number of connected metallic ballsngn

The user could connect to any point more than dutecould not return along a path that
had already been drawn onto the screen.

agrwnE
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Based on the above requirements, the algorithmishainning during the interpretation process
checks whether the drawn shape is in accordandethét above requirements or not. If not, the
user is asked to redrawn the shape. If yes, theaodrawn gesture is translated into a numerical
password following the below described procedure:

1. The algorithm calculates how many metallic balks @nnected with the drawn gesture.
2. The algorithm calculates the order in which ther esmnects the metallic balls.
3. This order constitutes the user password for emgehie JamMo application.

Finally, this numerical password is stored to thisteam’s database. The InkML document is also
stored in the system’s database for future usédégystem. For example, based on the users’ faulty
attempts, a learning-prediction database wouldrbated, which would be used for guiding users
during the authorisation phase.

3.2.4 Source code

The source code of the pen gesture recognitionofyme is located in optima in the folder
WP6/source_code/pen_gesture_recognition.
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5 Appendix 1 - Extensible MultiModal Annotation markup language

The general purpose of EMMA is to represent infdramaautomatically extracted from a user's
input by an interpretation component, where inmitto be taken in the general sense of a
meaningful user input in any modality supportedthy platform. The reader should refer to the
sample architecture in W3C Multimodal Interactiorariework [MMI Framework], which shows

EMMA conveying content between user input modatigmponents and an interaction manager

3].

Components that generate EMMA markup:

Speech recognizers

Handwriting recognizers

Natural language understanding engines

Other input media interpreters (e.g. DTMF, pointikgyboard)
Multimodal integration component

agrwnPE

Components that use EMMA include:

1. Interaction manager
2. Multimodal integration component

Although not a primary goal of EMMA, a platform majso choose to use this general format as
the basis of a general semantic result that isechmlong and filled out during each stage of
processing. In addition, future systems may alseri@lly make use of this markup to convey
abstract semantic content to be rendered into alalanguage by a natural language generation
component.

EMMA terminology

anchor point

When referencing an input interval with emma:tire&uri, emma:time-ref-anchor-point
allows you to specify whether the referenced anchtire start or end of the interval.
annotation

Information about the interpreted input, for exaeppimestamps, confidence scores, links to
raw input, etc.

composite input

An input formed from several pieces, often in diéie modes, for example, a combination
of speech and pen gesture, such as saying "zoberéi and circling a region on a map.
confidence

A numerical score describing the degree of ceaimta particular interpretation of user
input.

data model

For EMMA, a data model defines a set of constraortspossible interpretations of user
input.

derivation

Interpretations of user input are said to be deri®m that input, and higher level
interpretations may be derived from lower level anEMMA allows you to reference the
user input or interpretation a given interpretatisms derived from, see semantic
interpretation.
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dialog

For EMMA, dialog can be considered as a sequendet@factions between a user and the
application.

endpoint

In EMMA, this refers to a network location whichtise source or recipient of an EMMA
document. It should be noted that the usage dtetime "endpoint” in this context is different
from the way that the term is used in speech pedegswhere it refers to the end of a
speech input.

gestures

In multimodal applications gestures are communieagicts made by the user or application.
An example is circling an area on a map to indieategion of interest. Users may be able
to gesture with a pen, keystrokes, hand moveméets] movements, or sound. Gestures
often form part of composite input. Application gees are typically animations and/or
sound effects.

grammar

A set of rules that describe a sequence of tokgpeated in a given input. These can be
used by speech and handwriting recognizers toasereecognition accuracy.

handwriting recognition

The process of converting pen strokes into text.

ink recognition

This includes the recognition of handwriting anah gestures.

input cost

In EMMA, this refers to a numerical measure indiogtthe weight or processing cost
associated with a user's input or part of theiutnp

input device

The device proving a particular input, for examglenicrophone, a pen, a mouse, a camera,
or a keyboard.

input function

In EMMA, this refers to the use a particular inpsitserving, for example, as part of a
recording or transcription, as part of a dialogasra means to verify the user's identity.
input medium

Whether the input is acoustic, visual, or tactiie; instance, a spoken utterance is an
example of an aural input, a hand gesture as sgendamera is an example of a visual
input, pointing with a mouse or pen is an exampla @ctile input.

input mode

This distinguishes a particular means of providamginput within a general input medium,
for example, speech, DTMF, ink, key strokes, viga@wmtograph, etc.

input source

This is the device that provided the input, forrapée a particular microphone or camera.
EMMA allows you to identify these with a URI.

input tokens

In EMMA, this refers to a sequence of charactedw or other discrete units of input.
instance data

A representation in XML of an interpretation of uggut.

interaction manager

A processor that determines how an applicatiorracts with a user. This can be at multiple
levels of abstraction, for example, at a detaitael, determining what prompts to present to
the user and what actions to take in responseeioinigut, versus a higher level treatment in
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terms of goals and tasks for achieving those gtratistaction managers are frequently event
driven.

interpretation

In EMMA, an interpretation of user input refersitdormation derived from the user input
that is meaningful to the application.

keystroke input

Input provided by the user pressing on a sequehéeys (buttons), such as a computer
keyboard or keypad.

lattice

A set of nodes interconnected with directed arashdhat by following an arc, you can
never find yourself back at a node you have alreasiyed (i.e. a directed acyclic graph).
Lattices provide a flexible means to represent thsults of speech and handwriting
recognition, in terms of arcs representing wordsharacter sequences. Different arcs from
the same node represent different local hypothesés what the user said or wrote.
metadata

Information describing another set of data, fortanse, a library catalog card with
information on the author, title and location db@ok. EMMA is designed to support input
processors in providing metadata for interpretatiohuser input.

multimodal integration

The process of combining inputs from different mode create an interpretation of
composite input. This is also sometimes referregkstmultimodal fusion.

multimodal interaction

The means for a user to interact with an applicatizsing more than one mode of
interaction, for instance, offering the user theich of speaking or typing, or in some cases,
allowing the user to provide a composite input imirgg multiple modes.

natural language understanding

The process of interpreting text in terms thatuseful for an application.

N-best list

An N-best list is a list of the most likely hypotes for what the user actually said or wrote,
where N stands for an integral number such as &h&b most likely hypotheses.

raw signal

An uninterpreted input, such as an audio wavefaptuwred from a microphone.

semantic interpretation

A normalized representation of the meaning of ar uisput, for instance, mapping the
speech for "San Francisco" into the airport codeO'S

semantic processor

In EMMA, this refers to systems that can derivesiiptetations of user input, for instance,
mapping the speech for "San Francisco" into theoatircode "SFO".

signal interpretation

The process of mapping a discrete or continuousakigto a symbolic representation that
can be used by an application, for instance, toanshg the audio waveform corresponding
to someone saying "2005" into the number 2005.

speech recognition

The process of determining the textual transcnptba piece of speech.

speech synthesis

The process of rendering a piece of text into theesponding speech, i.e. synthesizing
speech from text.

text to speech

The process of rendering a piece of text into tireesponding speech.
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time stamp

The time that a particular input or part of an inpegan or ended.

URI: Uniform Resource Identifier

A URI is a unifying syntax for the expression ofrmes and addresses of objects on the
network as used in the World Wide Web. Within thpecification, the term URI refers to a
Universal Resource Identifier as defined in [RFG3%d extended in [RFC3987] with the
new name IRI. The term URI has been retained ifepgace to IRI to avoid introducing
new names for concepts such as "Base URI" thadlefieed or referenced across the whole
family of XML specifications.

user input

An input provided by a user as opposed to sometipgmgrated automatically.

EMMA components

The main components of an interpreted user inp&@NIMA are the instance data, an optional data
model, and the metadata annotations that may bkedpy that input. The realization of these
components in EMMA is as follows:

instance data is contained within an EMMA interatien
the data model is optionally specified as an artiortaf that instance
EMMA annotations may be applied at different lew&flsn EMMA document.
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6 Appendix 2 — Gesture Based Interaction for User Adtentication of a
Children’s Mobile Device: Early Findings (UCLAN Study Report for
UMSIC)

This report details the early findings of a studgsidned to investigate how well children can

choose and recall gestures for authentication twueh screen mobile device. The report is a pre-
amble detailing early observations and clear padter the results that have currently been coltecte

and are being analysed in further detail.

6.1 Participants

In total 35 UK school children from two differentimary schools took part in the study. Two age
ranges of children were tested across both schéglss 6-7 years (16 children) and Ages 9-10
years (19 children). There were 15 female partitipand 20 male participants.

6.2 Equipment

The children were asked to input and recall gestusing their fingers on a Hewlett Packard tablet
PC. The software used to run the study was a parfmslt flash application designed to
interconnect on screen points (or nodes) when taidhRigure 1 illustrates the HP tablet PC.

6.3 Data Collection

Data was collected by capturing a screenshot otdmepleted gesture once the child had finished
drawing it. The original gesture and the recalledtgre could then be compared for accuracy. The
capture was taken by the researcher by pressingtanbon a separate USB keyboard attached to
the tablet PC. This was then automatically saved folder on the tablet PC with tagged with a
participant ID.

6.4 Procedure

Prior to beginning the study the children were shadle equipment and given a demonstration of
how the software works. This included a demonstratf the different ways in which objects on
screen could be connected. The children were hadgl tould connect to any point more than once
but could not return along a path that had alrdaslyn drawn onto the screen. The children were
then allowed one trial connecting together any nemdf objects to familiarise themselves with
how the software worked.
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The children were asked to create 5 gestures &rdiit lengths consecutively. They were first
asked to create a gesture by connecting 5 poings®nh 3 grid of objects in a way that they would
be able to remember them, like a password. Thegetshwere either toys or metallic balls. Figure
2 illustrates this.

The children were then asked to make a further gtuges by connecting 6, 7, 8 and 9 toys
respectively. They were then immediately askedryoand recall their gestures starting from
connecting to 5 toys/balls through to connectirigy&/balls.

All children created and attempted to recall 5 gessets using both the toys images and the balls.
This was done in a single session one after therofiine order these were presented to the children
were counter balanced between participants.

A short unstructured informal debrief was then iearrout and the children were asked questions
regarding any particular observations that were ertagl the researcher. Example questions asked
included:

6.5 Results for children aged 9-10

For the children aged 9-10 the children manage@dall a total of 52% of the gestures correctly.
This appears low but was expected as the cogrdaa of encoding 5 successive gestures is fairly
high. Children who chose a wide range of gestupesyor complex gestures performed worse. It
also appears that for this age group the childeeded to perform better at recall when connecting
toys, as opposed to generic balls (56 out of thec®®ect answers were given when recalling
gestures connected by toys). Table 1 illustratiss éimswers marked ‘xo’ denote an answer that was
not an exact match to the original gesture but evdeer the same gesture but rotated to a different
orientation or a flipped version of the originalsgge. The answers may suggest the child
remembered the gesture pattern but forgot its taiem.



balls | balls | balls | balls | balls | toys | toys |toys |toys | toys

Participant | 5 6 7 8 9 5 6 7 8 9

1 X 0 X X 0 X 0 0 0 X

2 X X (0] X0 0 X X 0 X 0

3 X 0 X o] X0 o] o] o] o] o]

4 0] 0] X o] o] o] 0] 0] 0] o]

5 0 0 0] 0 0 0 0] X X 0

6 X0 X X X X X0 X X X 0

7 (0] (0] (0] 0 0 0 X 0 X X

8 0 0 0 o] o] o] o] o] 0] o]

9 0 0] X X X0 o] X X 0] X0

10 X (0] X X 0 0 0] 0] 0] 0]

11 0 0 0 0 X0 o] o] X0 X0 o]

12 X X0 X0 X0 X0 0 0 X0 X0 X0

13 X X X X X X X X X X

14 (0] X X X X 0 X X X0 X

15 X X X X X 0 0] 0] 0] 0]

16 X X 0] X0 0] 0] X X X0 0]

17 X X X X 0 X (0] X X X

18 0 0 0 0 o] o] 0] o] o] o]

19 0] X X X0 X o] 0] 0] 0] o]

balls | balls | balls | balls | balls | toys | toys | toys | toys | toys

Answer| 5 6 7 8 9 5 6 7 8 9 | Total
X 9 8 11 8 5 4 7 7 6 5 70
X0 1 1 1 4 4 1 0 2 5 2 21
0 9 10 7 7 10 14 12 10 8 12 99

X=incorrect answer xo=incorrect but rotated or syetnical answer o=correct answer

Out of the failed recollections 26% were the sasi¢he original gesture but rotated or flipped on
the x or y axis. This would suggest the childrememgot remembering the gesture sequentially but
were remembering the overall pattern that was miadeay be the case that as memory faded with
subsequent encodings/recalls the children may hawvembered the gesture shape but forgot its

orientation.

6.6 Results for children aged 6-7

As expected the children aged 6-7 didn’'t perfornwa$i as the older children with a total of 31%
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of the children recalling their gestures correcliyvas noted, however, that the children in thgs a

group tended to choose more complex gestures thalidvhave made it more difficult to recall in
any instance. Out of the incorrect gestures onBt M@ere of a similar type or orientation to the

original.
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balls | balls | balls | balls | balls | toys | toys |toys |toys |toys

Participant | 5 6 7 8 9 5 6 7 8 9

1(x X X 0 X X0 X X X0 o]

2| X X X X X X X X X X

3| xo X0 X X X X X X X X

410 X X X X 0 X X X X

5|0 o] o] o] o] o] o] o] o] o]

6| X X0 X0 X0 0 X X X X 0

71X X X X X X X X X X

8lo 0 0] o] o] X X X X X0

9|0 o] o] o] o] o] 0] o] o] o]

100 X X X X0 0 X X X0 0]

11]0 X X X X X (0] X X X

12| x 0 0 X X X X X X X

13]0 X X X X X (0] X X X

1410 0 o] o] X0 o] X o] o] X

15| 0 X X 0 0 X X X X X

16| x X X X X X X X X X

balls | balls | balls | balls | balls | toys | toys | toys | toys | toys

Answer| 5 6 7 8 9 5 6 7 8 9 | Total
X 6 9 10 9 9 10 12 13 12 10| 100
X0 1 2 1 1 2 1 0 0 2 1 11
0 9 5 5 6 5 5 4 3 2 5 49
160

X=incorrect answer xo=incorrect but rotated or systnical answer o=correct answer
I n

In contrast to the older children, the childrendager performed considerably better when recalling
from gestures connected by metallic balls 30 owt tftal of 49 correct answers were given when
creating/recalling gestures connected by ballss Thay be caused by a number of things. One
possibility is that the use of ‘toys’ or differemhages at each connection node may be distracting
the child from choosing a logical easy to remengesture pattern. Instead the younger child may
have simply chosen the toy they liked the look @ttnrather than a logical, natural pattern thayth
could recall at a later date. Conversely the usdiftérent images at each node may have been of
benefit to the older children who may be able tailgaverlook the images in favour of a particular
pattern if desired, but also may have been ablesécthe different images to build up a sequence of
connections if they did not wish to remember anraN@attern.

During the debrief interview one child aged 9-1Gwaserved to skilfully recall relatively complex

gestures when encoding with toys but performanopmld when encoding with balls. When asked
about this, the child remarked that they used tfferdnt images to form a story in their head. The
child only then had to initially remember part detstory in order to recall the full gesture. An

example of this method is detailed in Figure 3.sTikia well known mnemonic memory technique
and is taught to children in schools in order tmeenber the correct spellings for long words. An
example of this is ‘rhythm has your two hips movi(rgythm).
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6.7 Popular gesture shapes

As the study was aimed ultimately to investigate #uitability of gestures as a means of user
authentication it is also important to examine aegurring gesture shapes that may be easy for
others to guess. As mentioned previously they yeurildren tended to draw more complex
shapes with lots of diagonal connections, they egisntly performed poorly in relation to the
older children during recall. Although some of thider children included diagonal connections in
their gesture sets, the majority only connectedesdtat were directly above, below, left or right o
the previous node. The children who did this aéstalied the gestures much easier.

When asked why the children did not include diagaoanections in their gestures they stated that
the above, below, left or right method of encodimade the gestures much easier to remember. The
disadvantage to using this method is that manyhefgestures between participants were the same
and common gesture shapes became apparent. Ctharlyras implications for the security a
gesture based password as it will become easiestf@rs to guess. Figure 4 details a number of
gestures that occurred often throughout the study.
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It can be seen that there are no diagonal conmscamongst the most commonly seen gestures.
This was surprising as it was anticipated the céiidnay try to create gestures to resemble certain
letters, such as M, N, R and D. Although this wiasepved it was not seen to a great extent.

6.8 Progressive Gestures

The children had to encode their gestures sequlgndtarting by connecting 5 nodes through to 9

nodes. This, perhaps inevitably, encouraged sonhdreh to create a progressive gesture set. See
Figure 5.

'( )$~k *

+

Essentially this only required child to remembee smgle gesture for all 5 recalls. Combining this
with the extra aid to memory encoding the sameugedi times offers meant that children who did
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this performed very well during recall. These cansben in Table 1 with participants 8 and 18 and
in Table 2 with participants 5 and 9. This was amfact of the experiment and could not be
avoided with this experimental design. A solutionthis would be to ask the children to choose
different gestures for each encoding phase. Tioweker would lead to the children selecting un-
natural gestures that they would not normally cleciosther into the experiment and would make
recall of such gestures much more difficult.

6.9 Discussion

As seen in the results children can often failemember the exact gesture they encoded but are
better able to remember a gestures general shdlpaidg a gesture to provide access to a system
regardless of orientation or starting point willkeahe gestures easier for the children to remember
There is a security trade off here, however, aglitgreatly limit the number of possible gestures
available to choose from on a 3 * 3 matrix. Limgtithe number of available gestures in this way
will make the passwords easier to guess. One ealutiay be to increase the matrix to 4*4 or even
5*5. It is unclear whether recall rates will beeaffed with a larger matrix but it is anticipatee th
difference in recall performance will be small. Tihgplication with a larger matrix here is the size
of the screen on the mobile device. Increasingsike of the matrix increases the potential for
errors when connecting the nodes. The children leayexample, accidentally touch a node that is
not part of their gesture set. The greater the sfzthe matrix the more chance there is of this
happening. One option would be to allow only upydpleft and right connections as this keeps the
child’s fingers furthest away from other nodes.sTts what the children have tended to be doing
naturally in this study but reduces the capacitydi@ating patterns that ultimately may be more
recognisable.

The effect of matrix size in relation to errors Wibhave to be tested on the intended mobile device
instead of the tablet PC used in this study. Théetd?C had to be used in order for the researcher
to effectively capture the data needed for thiseexpent. Screen capture on a mobile device would
not have been possible without disturbing the pigint to an unacceptable level during the study.
A simple study, however, where the researcher gimggords the number of errors made when a
child inputs pre-set gestures could easily be edrout without interrupting the flow of the
experiment.

6.10Conclusions

We have seen the older children perform bettereimegal at encoding and recalling gesture based
passwords. Younger childrens gestures tended tadse complex and they inevitably performed
less well regardless of their age. Younger chilgrerformed better when encoding gestures using a
matrix of balls. This may have been down to thenmdpelistracted or influenced by the different
images on offer with the toys matrix and this mayér encouraged them to choose gestures that
were not natural to them. Conversely older childserformed better when encoding using a matrix
of different toys. It was noted one child used e&amonic memory technique in order to remember
their gesture and this would not have been possiblen encoding with a matrix of balls. Older
children rarely connected nodes diagonally andrésslted in a number of common gesture shapes
becoming apparent. Increasing the gesture matauldhelp to address this but has the potential to
lead to errors during gesture input due to limigedeen size on mobile devices. Some mobile
phones already use a 3*3 gesture matrix for auitedn but these allow an unlimited number of
legs (connections between nodes). It is thoughtgushis strategy would be too complex for
children to remember. Increasing the gesture matoxwever, and limiting the number of legs may
provide a solution. An experiment can be carrietitouletermine at what matrix size the number of
errors become unacceptable.
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7 Appendix 3 - Ink Markup Language

7.1 Introduction

As more electronic devices with pen interfaces have continue to become available for entering
and manipulating information, applications needdomore effective at using this method of input.
Handwriting is a powerful and versatile input magjathat is very familiar for most users since

everyone learns to write in school. Hence, uselistavid to use this as a mode of input and control
when available.

A pen-based interface is enabled by a device tlavs movements of the pen to be captured as
digital ink. A number of methods may be used fdt oapture, including those based on radio
frequency, optical tracking, physical pressureptber technologies. Digital ink can be passed on to
recognition software that will convert the pen ihpunto appropriate computer actions.
Alternatively, the handwritten input can be orgawianto ink documents, notes or messages that
can be stored for later retrieval or exchanged uiinotelecommunications means. Such ink
documents are appealing because they capture iaflemas the user composed it, including text in
any mix of languages and drawings such as equagiothgjraphs.

Hardware and software vendors have typically stamed represented digital ink using proprietary
or restrictive formats. The lack of a public andngwehensive digital ink format has severely

limited the capture, transmission, processing, presentation of digital ink across heterogeneous
devices developed by multiple vendors. In respaasehis need, the Ink Markup Language

(InkML) provides a simple and platform-neutral d&tamat to promote the interchange of digital

ink between software applications [7].

InNkML supports a complete and accurate representati digital ink. In addition to the pen
position over time, InNkML allows recording of infoation about device characteristics and detailed
dynamic behavior to support applications such alWwating recognition and authentication. For
example, there is support to record additionalrmfation such as pen tilt and pen tip force (often
referred to as "pressure”) and information aboetrétording device such as accuracy and dynamic
distortion. InkML also provides features to suppamdering of digital ink captured optically to
approximate the original appearance. For exampiekes width and color information can be
recorded.

InNKML provides means for extension. By virtue ofrigean XML-based language, users may easily
add application-specific information to ink files $uit the needs of the application at hand.

7.2 Uses of InkML

With the establishment of a non-proprietary inkngd, a number of applications, old and new,
are expanded where the pen can be used as a vergnient and natural form of input. Here are a
few examples.

Ink Messaging

Two-way transmission of digital ink, possibly wiesk, offers mobile-device users a
compelling new way to communicate. Users can drawvrde with a pen on the device's
screen to compose a note in their own handwrittwgeh an ink note can then be addressed
and delivered to other mobile users, desktop usersx machines. The recipient views the
message as the sender composed it, includingrtextyi mix of languages and drawings.



41

Ink and SMIL

A photo taken with a digital camera can be anndtatgh a pen; the digital ink can be
coordinated with a spoken commentary. The ink aatiwt could be used for indexing the
photo (for example, one could assign different laitten glyphs to different categories of
pictures).

Ink Archiving and Retrieval

A software application may allow users to archiaadhwritten notes and retrieve them using
either the time of creation of the handwritten sote the tags associated with keywords.
The tags are typically text strings created usihgmdwriting recognition system.

Electronic Form-Filling

In support of natural and robust data entry forctemic forms on a wide spectrum of
keyboardless devices, a handwriting recognitionrengeveloper may define an API that
takes InkML as input.

Pen Input and Multimodal Systems

Robust and flexible user interfaces can be cretitatlintegrate the pen with other input
modalities such as speech. Higher robustness is\atile because cross-modal redundancy
can be used to compensate for imperfect recognioreach individual mode. Higher
flexibility is possible because users can choosentlost appropriate from among various
modes for achieving a task or issuing commandss Thioice might be based on user
preferences, suitability for the task, or extercahditions. For instance, when noise in the
environment or privacy is a concern, the pen mogdaipreferred over voice.

7.3 Elements

The current InkML specification defines a set oinptive elements sufficient for all basic ink
applications. All content of an InkML document isntained within a singleink> element. The
fundamental data element in an InKML file is theace> . A trace represents a sequence of
contiguous ink points, where each point capturesvidues of particular quantities such as the X
and Y coordinates of the pen's position. A sequefteaces accumulates to meaningful units, such

as characters, words or diagrams. The

In its simplest form, an InkML file with its encled traces looks like this:

<ink>
<trace>
100,914,828,7 42,656, 6 70, 8 84, 8 98
13 154, 14 168, 17 182, 18 188, 23 174, 30 160
58 124, 72 121, 77 135, 80 149, 82 163, 84 177
</trace>
<trace>
130 155, 144 159, 158 160, 170 154, 179 143, 1
152 128, 140 136, 131 149, 126 163, 124 177, 1
150 208, 163 210, 178 208, 192 201, 205 192, 2
</trace>
<trace>
227 50, 226 64, 225 78, 227 92, 228 106, 228 1

, 8112, 9 126, 10 140,
, 38 147, 49 135,
, 87 191, 93 205

79 129, 166 125,
28 190, 137 200,
14 180

20, 229 134,
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230 148, 234 162, 235 176, 238 190, 241 204

</trace>

<trace>
282 45, 281 59, 284 73, 285 87, 287 101, 288 1 15, 290 129,
291 143, 294 157, 294 171, 294 185, 296 199, 3 00 213

</trace>

<trace>
366 130, 359 143, 354 157, 349 171, 352 185, 3 59 197,
371 204, 385 205, 398 202, 408 191, 413 177, 4 13 163,
405 150, 392 143, 378 141, 365 150

</trace>

</ink>

These traces consist simply of X and Y value painsl, may look like this when rendered:

Figure 1: Example of trace rendering

Figure 1 shows a trace of a sampled handwritingadigThe dots mark the sampling positions
which were interpolated by the blue line. Greenntmirepresent pen-downs whereas red dots
indicate pen-ups.

More generally, traces consist of sequences oftpofach point consists of a number of coordinate
values whose meanings are given bytraceFormat> element. These coordinates may provide
values for such quantities as pen position, artigiéorce, button states and so on.

Information about the device used to collect tHe(lg., the sampling rate and resolution) may be
specified with theinkSource> element.

Ink traces can have certain attributes such asr @id width, writer identification, pen modes
(eraser vs writing), and so on. These and othebatés are captured using thieush> element.
Traces that share the same characteristics, sudieing written with the same brush, can be
grouped together with theraceGroup> element.

Ink traces may also be organized into collectioas dpplication-specific purposes either by
grouping the traces objects themselves, usingttheeGroup> element, or by reference, using the
<traceView> element.

Certain applications, such as collaborative whigglle (where ink coming from different devices is
drawn on a common canvas) or document review (whdrennotation from various sources is
combined), will require ink sharing. Theontext> element allows representation and grouping of
the pertinent information, such as the trace foymmatsh, and canvas. Canvas transformations allow
ink from different devices to combined and manipedaby multiple parties.
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InkML supports the semantic labelling of traceshwattributes on traces or collections of traces.
These may be given with eitheannotation> , for text, or<annotationXxML> , for XML, using
application-defined encodings.

In all appropriate cases, the InkML specificaticfiges default values for elements that are not
specified, and rules that establish the scopegifen attribute.

Finally, the InkML specification is limited in scep It is currently oriented to fixed Cartesian
coordinate systems, it does not support sophisticabmpression of trace data, and it does not
support non-ink events (although the later coulthéredled via annotations).



